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DETAILED ACTION 

Response to Amendment 

The Applicant amended claims 49-52 and 55. Claims 1-48, 53, 54 and 56 are 
canceled. All pending claims 49-52 and 55 were examined in this final office 
action necessitated by amendment. 

Response to Arguments 

Applicant's arguments filed 26 December 2007 have been fully considered 
but they are not persuasive. 

• Regarding the argument Debry fails to teach that this certificate authority is 
arranged to not issue the digital certificate but determine whether such a 
printer is a printer which can guarantee the safety of the image data, and thus 
also fails to teach to transmit the image data to the printer based on a 
determination result. 

As noted below in the office action, the certificate authority establishes the 
printer's credentials and certifies the printer as being trusted or "safe." The 
remote sever controlling access to user-requested documents obtains the 
printer's public key from and authenticates the printer as being a safe to 
receive and print the document. 

• Regarding the argument, Debry is silent on how the third party authenticates 
the printer. In this connection, it should be noted that the printer of the 
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reference has to obtain in advance the digital certificate from the certificate 
authority to access the third party. 

As noted below, the third party is the remote server controlling access to 
requested documents. 

Claim Rejections - 35 USC § 103 

The text of those sections of Title 35, U.S. Code not included in this action 
can be found in a prior Office action. 

1. Claims 49, 50, 52 and 55 are rejected under 35 USC 103(a) as being 

unpatentable over Debry (Paper #20070912, US 6,314,521) in view of Stefik 
(Paper #20061125, US 6,233,684). 

Debry teaches a system and method of printing copyright protected 
documents to a trusted printer directly without requiring the originating requester 
to first download the document to the requester's computer or workstation. Debry 
teaches in any network environment, and specifically the Internet as a preferred 
network, situations arise where a user desires to print a document that is located 
remote from the user. The document may be protected from being accessed by 
anyone other than those users that have access privileges. Typically a user 
requests the document from the remote system (i.e. a third party), the remote 
system will verify that the user has the correct access privileges, and if so, then 
the remote system will send a copy of the document to the user. However, such 
a user having access privilege may desire to print the document on a remote 
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printer or print server but does not desire to first retrieve and store the document 
at the user's own local computer. The file server (of the third-party remote 
system) may not want a copy of the file to be stored on the client system. The 
owner of the file (e.g. document) may wish to control the number of copies being 
distributed to protect copyright and/or payment of fee on a per-copy basis. See at 
least col. 4, line 45-col. 5, line 8. 

Debry further teaches the need to allow a print server (Note: a second party) 
to receive a print file from the third party identified in the original request (note: 
the remote system) so that the document can be printed without first obtaining 
the file by the user workstation originally requesting the system (Note: a first 
party). According to Debry, the printer needs to have the same access privileges 
as the user had if the document was accessed protected. See at least col. 5, 
lines 9-21. 

Debry further teaches certificate-based secure communications. For the case 
where the printer is configured and authenticated by a trusted authority (e.g. 
certificate authority), the certificate authority server stores the new public key 
sent to the printer. The public key is then advertised for this printer and is used in 
all subsequent secure transactions with this printer. See at least col. 6, lines 4- 
65. For access to resources (note: a document) of a computer system (server) 
using certificates, the server only needs to authenticate certificates issued by a 
certificate authority. To gain access to resources of the server, the user (or 
printer) submits the user's (or printer's) certificate. From the certificate the server 
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can determine access privileges and authenticate the user (or printer). See at 
least col. 4, lines 15-39. 

Debry further teaches the terms printer, print server, and printing system are 
used interchangeably. The printer is assumed to have the necessary functional 
capabilities to perform the required functions whether those functional 
capabilities are in a stand-alone printer connected to a network (note: Applicants' 
second printer connection ) or a printer connected to a server, i.e., computer, that 
manages the functions of the printer and device queuing where the server is 
dedicated solely to such function (i.e. printer server) (note: alternative second 
printer connection) or as part of its other functions such as a workstation 
computer (note: Applicants' first printer connection ). See at least col. 10, lines 59- 
67. 

Based on the above and supporting teachings of Debry, Debry teaches the 
following: 

• The third party is the remote server controlling access to resources via 
access privileges. 

• The trusted printing device's public key is advertised by the certificate 
authority for a recipient to use, the recipient being the third party 
remote server controlling access to content (e.g. document). 

• The remotes server uses the printing device's advertised public key 
and via digital certificates/digital signatures authenticates the printer as 
a trusted printing device. 
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Debry further teaches: 

• Regarding claim 55. Debry teaches all the above as noted under the 
103(a) rejection and teaches i) transmitting document data to a trusted 
printer at the request of the user and ii) the remote system (i.e. supplier 
device on the supplier side) managing information to guarantee safety of 
the data (e.g. printing devices advertised public key, access privileges). 
Although Debry does not mention image data , Stefik on the other hand 
teaches text and digital pictures as rendered digital works and further 
teaches rendering a document at a trusted printer, the document not just 
limited to text but may include image and graphical data. See at least Fig. 
8; col. 1, lines 46-50; col. 10, lines 57-61. One of ordinary skill in the art 
would have recognized that applying the known technique of Stefik of 
rendering image data at a trusted printer would have yielded predictable 
results and resulted in an improved system. It would have been 
recognized that applying the technique of Stefik to the teachings of Debry 
would have yielded predictable results because the level of ordinary skill in 
the art demonstrated by the references applied shows the ability to 
incorporate such data processing features and methods into similar 
systems. Obviousness under 35 USC 103 in view of the Supreme Court 
decision KSR International Co. v. Teleflex Inc. 

• Regarding claim 55. determining whether a printer that has notified said 
supplier device of identification information of the printer is a printer that 
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can guarantee safety of the image data based on the managed 
information and the notified identification information of said printer; See at 
least col. 4, lines 15-39. col. 6, lines 4-65. 
• Regarding claim 55. and transmitting the image data to said printer, when 
it is determined that said printer can guarantee the safety of the image 
data, document sent "on its way" to the printing device once the printing 
device is authenticated as a trusted device. 
wherein said printer comprises: 

Debry and Stefik teach and suggest all the above as noted under the 103(a) 
rejection and further teach and suggest i) a user device (i.e. workstation) with first 
connection to a printer, the user device requesting a document from a remote 
server and receiving the document that is printed via the first connection (Debry), 
ii) a second connection between the printer and the remote server, the user 
making a request to the remote server to send the document to the trusted 
printer using the second connection to transmit the document to the trusted 
printer, the remote server and trusted printer communicating with each other to 
authenticate the printer (Debry), and further teaches iii) printers may be attached 
to any or all of the systems (e.g. personal computers, workstations, servers, 
laptop computers) (Debry). See at least col. 1, lines 35-52; col. 10, lines 59-67. It 
would have been obvious to try by one of ordinary skill in the art at time the 
invention was made to incorporate into the system and methods of Debry and 
Stefik a trusted printer with both a first connection and second connection 
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whereby the user communicates the print request using the first connection and 
the printer makes a request to the remote server using the second connection, 
since there are a finite number of identified, predictable potential solutions to the 
recognized need (requesting a document to be printed on a trusted printer) and 
one of ordinary skill in the art could have pursued the known potential solutions 
with a reasonable expectation of success. Obviousness under 35 USC 103 in 
view of the Supreme Court decision KSR International Co. v. Teleflex Inc. 
Debry and Stefik further teach and suggest: 

o a first connection unit configured to connect to a user device on a user 
side; the terms printer and a second connection unit configured to 
connect to said supplier device via the Internet; based on rationale as 
noted above. 

o a request reception unit configured to connect to said user device by 
said first connection unit and receive request data from said user 
device; Inherent in Debry are the structures necessary to configure a 
request reception unit to connect to the user device. As noted above, 
the printer has a first connection directly from the user device, the user 
device being a workstation. See at least Fig. 2 (24-26); col. 10, lines 
59-67. 

o a notification unit configured to connect to said supplier device via the 
Internet by said second connection unit and notify said supplier device 
of the request data and identification information of said printer; 



Application/Control Number: 09/825,718 Page 9 

Art Unit: 3625 

Inherent in Debry are the structures necessary to configure a request 
reception unit to connect to the supplier device. As noted above, the 
printer has a second connection to the Internet. See at least Fig. 2 (24- 

26) ; col. 10, lines 59-67. 

o an image reception unit configured to connect to said supplier device 
via the Internet by said second connection unit and receive image data 
corresponding to the request data from said supplier device; document 
received from remote server is processed by control unit/ 
communication interface and system controller. See at least Fig. 2 (25- 

27) . 

o and a printing unit configured to print the image data received, marking 
engine that prints bit map image onto paper. See at least Fig. 2 (21). 

• Regarding claims 50 and 52. Debry teaches all the above as noted under 
the 103(a) rejection and teaches i) second connection unit for connecting 
to said supplier device via the Internet , ii) using the Internet for transferring 
a document to an authenticated printer from a third-party (i.e. supplier of 
the document) without first having to retrieval and store in a client 
computer, and iii) owner of the file (i.e. document) wishing to control the 
number of copies being distributed to protect document copyright and/or 
payment of a fee on a per-copy basis. Although Debry does not mention 
and transmitting, to said supplier device, charge information in response to 
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print by said printing means , Stefik on the other hand teaches problems 
pertaining to rights protection of printed digital works. Stefik teaches a 
trusted system and method of rendering digital works by a trusted printer 
connected to a trusted server over a network (e.g. Internet) and further 
teaches the trusted printer connected to a user's personal computer (see 
at least abstract; Fig. 3; col. 3-col. 8). Stefik teaches a loan right may be 
defined so as to limit the duration of which a work may be loaned. 
Conditions may also include requirements that fees be paid. Please note: 
limit duration established a pre-defined time limited (see at least col. 5, 
lines 55-59). Stefik further teaches the trusted printer repository 302 will in 
some instances contain an ephemeral copy of a digital work which 
remains until it is printed out by the print engine 303 (please note : deletion 
means for deleting image data ). In other instances, the printer repository 
302 may contain digital works such as fonts, which will remain and be 
billed based on use (see at least col. 7, lines 29-35). One of ordinary skill 
in the art would have recognized that applying the known technique of 
Stefik of transmitting, to said supplier device, charge information in 
response to print by said printing means would have yielded predictable 
results and resulted in an improved system. It would have been 
recognized that applying the technique of Stefik to the teachings of Debry 
would have yielded predictable results because the level of ordinary skill in 
the art demonstrated by the references applied shows the ability to 
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incorporate such data processing features and methods into similar 
systems. Obviousness under 35 USC 103 in view of the Supreme Court 
decision KSR International Co. v. Teleflex Inc. 

2. Claims 51 is rejected under 35 USC 103(a) as being unpatentable over 
Debry (US 6,314,521) in view of Stefik (Paper #20061 125, US 6,233,684) as 
applied to claim 49, further in view of Rager (Paper #5, US 5,363,447). 

Debry and Stefik teach all the above as noted under the 103(a) rejection and 
teach and suggest i) storing charging information in memory, ii) storing print data 
in an authenticated printer, iii) encrypting print data to make it tamper proof, and 
iv) deleting information once printed or saving it for repeated use, but do not 
mention deleting information upon detecting a power-off condition. On the other 
hand, Rager teaches erasing memory to maintain data security in the event that 
a device is tampered with or powered down (see at least col. 1, lines 64-67; col. 
4, lines 37-49). One of ordinary skill in the art would have recognized that 
applying the known technique of Rager of erasing memory to maintain data 
security in the event that a device is tampered with or powered down, would have 
yielded predictable results and resulted in an improved system. It would have 
been recognized that applying the technique of Rager to the teachings of Debry 
and Stefik would have yielded predictable results because the level of ordinary 
skill in the art demonstrated by the references applied shows the ability to 
incorporate such data processing features and methods into similar systems. 
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Obviousness under 35 USC 103 in view of the Supreme Court decision KSR 
International Co. v. Teleflex Inc. 



Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented 
in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory 
action is not mailed until after the end of the THREE-MONTH shortened statutory 
period, then the shortened statutory period will expire on the date the advisory 
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will 
the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Robert M. Pond whose telephone number is 
571-272-6760. The examiner can normally be reached on 8:30AM-5:30PM. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Mr. Jeff Smith can be reached on 571-272-6763. The fax 
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phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 



/Robert M. Pond/ 

Primary Examiner, Art Unit 3625 

March 20, 2008 



